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ud * :.,;.":‘""""'?"'" o | -~ Date: - 28 May 1935

COMMITTER .

- Ly

| MEMORANDUM‘FOR THE MEMBERS AND OBSERVERS, NATIONAL TELECOMMUNICATIONS
AND INFORMATION SYSTEMS SECURITY COMMITTEE -

¢ SUBJECT: Minutes of the 10 May 1985 Meeting of the NTISSC.
This memorandum forwards the minutes of the third meeting of
the NTISSC. If no written co:rections/changes to these minutes

are received in the Secretariat by 14 June, they will stand as

written.
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o © :-.. . THIRD MEETING OF THE NTISSC
| 10 May 1985

: 1. ThenThird Méeting of the NTISSC was held on Friday, 10
May 1985 at the IC Staff Building, Washington, D.C. With the

exception of the DCA observer, all other agency and department
reptesentatiyesAand observers were present.

T
e

g 2. fThe.Cﬁéirman informed the Committee that he would depart

the meeting early and announced the NCS Representative would chair
the remainder of the meeting.

- 3. The first subject addressed was the approval of the 15
FPebruary minutes and the OMB modification thereto. The Committee
unanimously agreed to approve the 15 February minutes
incorporating the change as submitted by OMB. .

i”..Durihg%thefdiscussion of the 15 February minutes, the

Air Porce representative raised the question’'of fair share . = %

funding;ﬁ&Specigically“whetherQOMB‘cbuld;design]a funding "~ -
: “1.mechanism*xhrougthhich}costsjw001dHbegéquitably1shared,~case_jn P
.-;?;hpointﬁbeingggpggszprgl;aaﬁ,ﬁtpg;II?programq.ﬁgThe*Chairman.askedﬁi :
f"“‘ffthe;ouagtePtggggtﬁtﬂggﬁtozresgach;thejﬁues;}qnﬁbosedfbysthe1A1rf”
“" % \'Force representative,Zandifurthergstated this would be .a good &
" - gubject: _itq'éipcl’ude_‘?;pr;{d_ispﬁqp”iqn;,_ 1t the™June ‘retreat ~4¢The ‘OMB
-Representativeiyagreed .t f,ﬁaégﬁékééthié“‘ ' R S Lo
4 AR L S i et g

E R R et B Y AURT ST 3 R R e
.- The;Executive%Secf%tarygprovided;a_brief outline of the :

s gch dulé“%naﬁaéenQa?ltémsgfoﬁbthejNTISSC?r'treat”to'be‘held<oﬁ 9, Tis G
.10 and 11~June§&?ne3proposed}grrival'at the Wye Woods Conference - .
'Center the evening of the 9th for dinner, followed by a series of
in-depth COMSEC threat and COMPUSEC threat briefings, as well as
equipment displays on the 10th, and a working session of the
Committee on the morning of the 1l1th. He stated a letter provid-
ing additional -information was expected to be provided to the
representatives the week of 20 May. Other information provided
included the availability of a helo pad, the classification level
of the discussions (TS/SI) and the fact that two STU-II's would be
available for the use of the Committee members, if required.

G ~

_The question of a one day retreat versus a one and a
half day retreat was raised and opened for discussion. Some of
the members felt that briefings, etc., could be adequately
provided in a one day period, while other members felt a one and
a half day retreat would be far more beneficial. The Chairman
requested he be provided with two versions of the proposed agenda,
a one day version and a day and a half version. .

-
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' 5. A status of completed, current and upcoming actions was
‘ provided by the Executive Secretary as follows:

Completed Since 25 February Meeti;g

STAT

N

- NTISS Instruction No. 4001, "Controlled
Cryptographic Items ' dated 25 March 85.

- Merger of two assessment reports.
(NTISSC-OZS-BS, dated 6 May 1985)

Pending Currently Oout for Comment

_ praft NTISS,Q'Classification Guide for COMSEC
~_'Inf9rmation'_ﬁ ‘ JRRA N

- Safeguarding & Control of DES Equipment & Unclassified
COMSEC. - Originator: NSA

rleet Broadcast System (Doctrine)
Originator: NSA

- COMSEC Otility Program (Quasi-national funding)
" Originator: NSA

- Global Positioning System (directed at the precise
positioning service) Originator: Air Force

- National Policy on Unauthorized Access to U.S.
Supercomputers (Targeted at non-COCOM menbers)
‘Originator: SIG/TT
(Technology Transfer)

'( s g S i Ee e NN

'/
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' - Protection of Exéluéive Information {Aimed at defining
Sensitive Information) ~Originator: STS (Treasury)
. The Committee members provided the,following‘commeﬁté
relating to these issues. ' ;

a. OMB's representative felt the subject of COMSEC
monitoring needed to be addressed at a policy level meeting of the
‘ NTISSC, and queried whether or not this subject could be included
on the agenda. :

R

b. The FBI representative asked if briefings could be
provided on the Computer pProtection Act which was enacted last
year. The SAISS Chairman was asked by the Chairman to provide
such a briefing or perhaps a point paper on this subject, to .
which the SAISS Chairman agreed. . _ Lo

. D c. The Transportation representative raised the issue
- of suspenses on items forwarded to the Committee for vote/comment;
2. %' specifically he felt the amount of time was inadequate for proper
7'+ 7. coordination throughout an entitefagency/depattment.’;The'Exebutive
2 ¢ Secretary was asked to considg:#this;wheqfassigningifuture&1ssnances.
AR L s e e iR ACivis r

o Fouone ._'.f:i x;'% ;}?S‘E“r - B ::.. ey ,:(:“_";;".).;' e XL - O
% ‘vhe next subject tabled:for: di cussion was the "National

-

- 1 K

Pdlibygpnﬁhpplication;of,Communigationslsecqgity@togu.s.,QiVLI,;nd :
cOmmé;clg1§SpaCeﬁs¥stems{.iarh;quolipygwasftpg;ggdjtwicei;inceithe ‘
%15?!gpffaffﬁﬂT;ssc;meeting;ln?anﬁgffdrtigo?prpygdefi?moxeﬁeledrlygA
yﬁdé£1h¢d§yézsjonffynrJEB.?E;,Morriqu£r0m'NpS_prpVidedhq briefing
ofjﬁhe@post*recent‘xesponsesfand*a_summatyfof,cgmments'fromzindustry.
' ies £ NCS_vu-graphs 'are’avail ble from:the Secretariat -upon .

- tequest.) ‘:‘_‘f Xt e (g "7;1;__. -‘-g é’ < R A ‘1!' T . ,,‘.' Sh AL 4 Lo T . -,‘..\:. ::. ]

e SRR E iy
P " .

d BRI S o
PRIREI A A

S * a.  There was much discussion on several aspects of the
policy following the briefing; however, the Commerce representative
stated it was use of the word *approved" (paragraph 2 of the policy)
that continued to cause great concern to the private sector.  The
Chairman pointed out that the word »approved® also appeared in para-
graphs 1 and 6 of the policy. The Commerce representative emphasized
that it was only use of the word in paragraph 2 that was unacceptable.
Use of alternate words were suggested, however, it was finally decided
to adopt the Treasury member's suggestion and substitute the word
"accepted" for "approved® in paragraph 2. It was pointed out the
National Manager has authority under NSDD-145 to review and approve
all standards, techniques, systems and equipments for telecommunica-
tions and automated information systems security, and therefore the
word "accepted" could be substituted without diluting the National

' Manager's authority.

b. . It was suggested by the OMB representative that
this policy be reported upon annually by NSA. - The Chairman stated
that this subject could be addressed in NTISSC's Annual Report to

. the White House. The Committee unanimously voted to approve the

3
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‘,, . - policy, substituting the word "accepted" for the word *approved”
S in paragraph 2. .. = -..oo= L0 ,
.o 7% 9% The next subject on the agenda was that of the Annual
' assessment. The Executive Secretary gstated he was aware there
"were corrections to be made to the assessment as follows: ‘page 6,
{tem 4.c, the word "telecommunications” should be stricken; page
11, para 3.b., "Telemetry, Tracking and Control" should be changed
to "uplink®; and the recommended SAISS changes which were provided
. ¢ at the meeting (copy attached). = .

R ey e em , oL
, .. a.-The OMB representative pointed out the absence of
" the draft form A7l (data call), and felt this needed to be high-
l1ighted in the report. He further stated he had not received a

. copy of Appendix H. ‘Non-receipt of Appendix H was also queried ,

‘. by other Committee members and the Chairman stated copies of this
document would be provided. .. . .. - o . _

- DR R
b it Tax
.- ErE e

Pébf&arhéﬁrnﬁiitepreéznt;£196€§ﬁérieditﬁéfiﬁteﬁtabf this

’§ §~:Epof£.'g&hefusc1reptesentative;;espohded that Mr. MacFarlane
;‘ﬁin;endedg;ofusg}thegtepo:t3;sfgjyehic;e}tomfocus;the;at;ention >

of ‘seniors’ nigdvg:nmentgbnﬁxhegASSueéTand,toiencourage,them to .

» s
-~

'r-geriously ;< ﬁéidéhﬁcAr:gctivélactionsjﬁéae%furthe:fstatedithe-:*.‘-
€0 oigsHe, her. /st ;th

33 i3 - £y Z
h <
5

‘ pqs"s"._iaautr?;?fgrﬁagg ‘

3@@@1%%gﬁng;igggisgyg;léﬁsxth "full
meeting¥ithe being fto¥increase ythe Yawar
ek ite thment hat st hethat Tor 1576vel
e FEMA epresentativi
bee gdediCated o
the ;1

ommitteé_

: Ry A, Y 3 Efu,. Yeos o
Ry Tk S . % The ajirmanistated_.there: a need to develop
“'an action-oriented plan directed at’the problems identified in the
Assessment, and indicated this could be done at the retreat. BHe
“. went on to state that within two weeks time the members comments
.. on the Assessment were to be provided to the Executive Secretary
-~ (24 May).->The report would -then be finalized and returned to the
" members prior to the retreat. -The Chairman went on to say he
* would develop a type of summary and also the cover letter for

the Secretary of Defense forwarding the report.

o e. The Attorney General representative encouraged
Committee members to disseminate the report to lower levels within
‘their respective agencies and departments. The Chairman felt it
important that people who would benefit from receipt of this report
be included on the distribution. Committee members were requested
to provide names and addresses to the Executive Secretary, in order
that this distribution could be accomplished. ' -

T I oet s

_:."ffeﬁ“'ﬁTiSé1b1tective”uo;*901;a'The‘NTISS Issuance System",

. - was the final agenda item discussed. The Chairman stated this

. _ draft directive had been forwarded to the Committee for review
' ) o : f,'*f;4‘;’. o

-” ” .
»
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'

‘ and comment oh 24 April and that written comments were due to the
Executive Secretary by 24 May. - phe subject was then opened for

questions/discussions. ..

~ a. . The Air Force representative expressed concern at
the lack of a reclama procedure for comments. He felt responding
members should know whether or not their comments had been incor-
porated into a document prior to promulgation, and suggested the
*  secretariat provide this notification five days prior to submitting
. ¢+ an issuance for signature. The Executive Secretary indicated that
notification ten days prior to gsubmitting the document for signature
would be more advantageous, to which the Air Porce representative

agreed.

b. The OMB representativebsuggested a comparison
chart or point paper be provided to members“along with the proposed

issuances. . .

9. “A status report on the progress dfithéqinASubcommlttees”}

4" uas presented by the Subcommittee Chairmen, .o oo - : .. &0 - 2L
R R R e A St S A AR e BB S e i
i e vy pne TS Chairman reported jthat:the STS was currently °

" .working on defining categories of -information :and -its ‘findings .

‘gyou;d,be4pteqenteqﬁgo.ghp;NTxﬁscfiq}eprlygaune: +The_ .milestone,

’chatt?on}thefdata?call5issue5yoglﬁébe;d§s§r1Qp:e within the next’

y X1 ) 8" % 3 “1.“” ' 'V:'?-:".-"".J'*;{-'-",;"%j -3_ f__ T !»"': }{; N G T
A 5 T

T SR R e i M o SRR
o * ‘rhe SAISS Chairman apprised ‘the NTISSC of the SAIS

E%ﬁ,ﬁbrkiné"GtoupsiZThe‘: . jroup 'is’thatiof ‘the Annual: s
# 7% *pvaluation «chaired by ﬁ!?mfNS&iwthégsecond_is;ﬁhat
.?ﬁ?ﬁof:Sténdards}nefinitions_an riteria’'chaired by .Jim Burroughs - :
% .. from:Commerce; and the third, Policy Formulation'chaired by . -:
' Neil Stillman from GSA.: co R LS B RTTT T RS

' Having completed discussion of all the agenda items, the
Chairman opened the remainder of the meeting to discussion of .
new business. The Commerce representative questioned the lack

of a focal point for addressing press/public inquiries. It was
suggested by the NSA representative that discussion of a public
affairs strategy possibly be included as an agenda item for the
June retreat. At the conclusion of discussions on this subject,
it was decided the NSC representative and the Executive Secretary
would convene an ad hoc working group for the purpose of developing
a legislative public affairs strategy for the NTISSC. Both the
Commerce and Treasury representatives volunteered to assist with

this undertaking.

As this meeting closed, the Executive Secretary reminded the
Committee of the upcoming retreat on 9-11 June, and-the next formal
NTISSC meeting scheduled for 9 August.’ ) ) - -

® =i s

.s"..«':-‘
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(] snxss nxcomxunsn CHANGES TO THE NTISSC REPORT
. S . 10 May 1985
1. Technical Conputer'Security FPeatures in Procurement
Specifications

INCLUDE under Executive Summary Conclusions, page 6, as
s new paragraph 4.d

d. Establish the guidance for mandatory computer .
security considerations supported by mandatory risk
management during the development and procurement
cycles of automated information systems,

JUSTIPICATIONS

. :f1., NT!SSC, Executive Summazy, page 4, pata II B 4 o

S PR T
'”,2.- erssc, Assessment, page 16, psrs 2
- .:;,»Tqv: 'i-‘?:f;*:::,’;;g:;: .‘\ e gy : ?

%Assessment,ﬂpage“ 7‘2parau4, last sentence -

Ty
e. Establish an NTISS Policy for a National Computet

, Security Awareness program and until a policy is

* ‘ promulgated, immediately implement an interim

' o computet security awareness program. .

3 USTI!’ICATIONS

1. NTISSC, Conclusions, page 5, para'II.C,3, ®...there
is a major need for a National AISS Awareness

program,”

2. NTISSC, Conclusions, page 20, para III.D,3, *...to
the pervasive lack of awareness by management and..."

3. SAISS, Policy Recommendations, page 14, para
III.A.2.h. ‘

4. SAISS, Near Term Recommendations, page 14, para
III B. 2.
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. ‘ 3. Recommendations for AISS R&D Activities

INCLUDE under Assessment.Conblusions, page 20, as a new
paragraph 4.

4. Recommendations for Long-Term Research and
Development (R&D)

D a. Foster the development in industry of additional
automated tools, equipments, systems, and tech-
niques to minimize reliance on manual techniques
for secutit¥: the government must seek new rela-
tionships with industry, including joint ventures
between the two to _facilitate the development of
a full range of trusted computer security
products.

b. Provide a superior technical base within the
- _government on computer security issues,

... principles and practices by the development o£
~,_;i311ndividual R&D centers of expertise.~-'
ﬁzncourage and suppo:t a supetior technical base.

within the private sector for -the design of. .com= .
mercially -available computer. systems_with SO
egganced security pigpe:ties. B

. . pport mére research in providing ,,'
utity to netwo:ks computers.,flq:

*{'*5* 5 : 1.‘HNTISSC, Executive Summary, page 4, para II B 6, 'An
active and aggressive U.S. Government RgD program..."

2. NTISSC, Executive Summary Conclusion, page 6, para
II.C.3, "more research, development and
implementation of technical AISS measures,"”

3. NTISSC, Assessment, page 18, para III.C.4.c, "...a
major thrust for AISS R&D programs should be the
development of a technical solution...(threat)"

4. SAISS, Long Term Recommendations, page 16-17,
para III.D.1, 2, 3, & 4.

S. SAISS, Assumptions/Trends, page 3, para II.B.4
6. SAISS, Executive Summary, page iv, 7th paragraph
7. SAISS, Vulnerabilities, page 8, para I1I.D.3

2
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‘ S | : oo 22 May 1985
NATIONAL TELECOMMUNICATIONS

AND INFORMATION SYSTEMS SECURITY COMMITTEE

Chairman  Mr. Donald C. Latham 695-0348

Assistant Secretary of Defense
¢ : (Command, Control, Communications

and Intelligence)
_The Pentagon, Room 3E172
washington, D.C. 20301

STAT

Executive 688-6811
Secretary Executive Secretary, NTISSC

National Security Agency

Operations Building #3

_Fort George G Meade, Md. 20755-6000

. NSC_ . ';¢piuz “Renneth E. deGraffenteid - : 395-3334 =
Dol o mSpecial Assistant to the President e e e
T7,for National Security Affairs

Depiitment of :State), - Room;44A26,, A
2201 %C,uStreet,; NoW. = 75 b PO
ton, D.C. 20520 |

Treasury Dr. Robert E. Conley 566-6866
S Deputy Assistant Secretary for
-Advanced Technology and Analysis (ESIT)
Department of the Treasury
Main Treasury, Room 2426
15th and Pennsylvania Avenue, N.W.
washington, D.C. 20220

Defense Dr. Thomas P. Quinn 695-0871
Deputy Assistant Secretary of Defense
(C3) '
The Pentagon, Room 3E160
washington, D.C. 20301-2200

Attorney Mr. D. Jerry Rubino 633-2094
General Director, Security Staff .
- . Justice Management Division -
, Main Justice Building, Room 6525
‘ ‘ : .. Washington, D.C. 20530

T - . . C :— R "A
R . A
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@ o= Mr. Arnold E. Donohue 395-4800
Chief, Intelligence Branch
National Security Division
Office of Management and Budget, Room 8215
17th and Pennsylvania Avenue
washington, D.C. 20503

STAT

DCI Mr. William F. Donnelly
¢ Director,0Office of Information
Technology
Central Intelligence Agency
Washington, D.C. 20505

(O J

Commerce Mr. David J. Markey 377-1840
Assistant Secretary for
Communications and Information
H.C. Hoover Building, Room 4898
14th and Constitution Avenue,N.W.
Washington, D c. 20230

! Transportation “(Unclassified) S
g 2 S Mr. Sanford L. Glassman Y 426-2022
~Chief, Telecommunications Division (M-33) o S
% office of the _Secretary, Room’ 7109 S
X epartment -of Transportation_i o R RO
2400 "7thisSt reet,:s.w.mhw
: i ; 0590

-Department’of ransportation_” I et
ATTN: #Mrs: SiL.~Glassman - - )
ey >Chief, Security staff R S :

,i0" 77 . Nassif Building, Room 10401

’ 400 7th Street, S.W.

Washington, D.C. 20590

Energy Mr. John W. Polk 353~-3685
' . Director, Office of Computer Services

~ and Telecommunications Management

Department of Energy

Room CA-311, MA-25 (GTN)

Washington, D.C. 20545

Jgcs LTG C.E. McKnight, Jr., USA 695-6478
Director, C3S
0JCcs

The Pentagon, Room 2D860
washington, D.C. 20301

et .

_— - O N
. o w s - g T
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. GSA iss Ann O. Doughty s . $23-5308
S Director, '
~ Office of Regional Services, KJ -
. General Services Administration
18th and F Streets, Room G242C
washington, D.C. 20405

« FBI "Mr. William A. Bayse 324-5350
Assistant Director,
= Technical Services Division
' PFederal Bureau of Investigation
Room 7159 :
10th and Pennsylvania Avenue, N.W.
Washington. D.C. 20535

FEMA Mr. Bruce J. Campbell - 287-0086
Assistant Associate Director for
- Information Resources Management . L
.Federal Emergency Management Agency I i
@}500 C.. Stteet, ‘8.W.,:Room 521?&+~_

>aeMG Robert J. Donahue, USA
;iDeputy assistant Chief; of sBtaff
‘"“‘~y£ore1nformation Management&ﬁ?m
2UHO DA {DAIM-2B) & Fpipu 3 6
XN he'Pentegon,*nooh:33513t5% ¥
‘-lWasthgton,‘D ',f;0310-0700' x
-*'"ZELQF‘Q# “Fr gk A

. '695-6604

:695-7284

4 -z- VT T ERT

én-partment of . the ‘Navy ' SRR L S

T~Of£1ce of the Chief of Naval 0perations (OP-941)
" 'The Pentagon, Room 5A718 '

Washington, D. c. 20301

Air Force WHQ USAF/SI, represented by:
Brig Gen Denis M. Brown, USAF , 695-6324
Deputy Assistant Chief of Staff
for Information Systems
BQ USAF/SI
The Pentagon, Room 5B477
Washington, D.C. 20330-5190, .and

Brig Gen John T. Stihl ; 695-4440
Assistant Chief of Staff for
. Information Systems
. BQ USAF/SI
- The Pentagon, Room 5B477 S '
washington, D.C. 20330-5190 N
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. Marine Dr. James Painter 694-2628
Corps Deputy Director, C4 : .
HQ Marine Corps .(Code TC)
U.S. Marine Corps Annex, Room 3016
washington, D.C. 20380-0001

DIA 695-3333
Deputy Director,
Resources and Systems
.’ Defense Intelligence Agency
The Pentagon, Room 3E242
Washington, D.C. 20301-6111

NSA 688-8111
Deputy Director for Communications Security
National Security Agency
Fort George G. Meade, Maryland 20755-6000

*  NCS Lt Gen Winston D. Powers, USAF 692-0018
: : - .- Manager, - e o

S+ National Communications System_frff
’-waashington, D. C. :-20305-2010. . .-

.%-. .

_rederal Communicatiohs COmmission‘

1919 Mo Stteet, N W..‘ § ’ e -,N 2l . t
Washington, D C:* 20554 L AT S

‘(Classified) s
ATTN: Security Officer
Federal Communications Commission
1919 M. Street, N.W.
- Washington, D.C. -20554

" DCA BG Joseph D. Schott, USA 692-9049
: Director,
Defense Communications System Organization
Room 3140

Washington, D.C. 20305

NASA Mr. Robert O. Aller 453-2019
Associate Administrator for
Space Tracking and Data Systems
- Code T, NASA Headquarters, Room 500
600 Independence Avenue

Washington, D.C. 20546 = T

. . et .. ) :
- L. n T e
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3?Room ,411, ATTN; s'Internal Review & Security'Div.?e{f U

N T S i -
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Chairman
SAISS

NRC

Ics

Assistant Director for' omputer Security

" Room All07

National Security Agency
Fort George G. Meade, Maryland 20755-60

Mr. Raymond J. Brady

Division of Security,. 5721-MNBB .
U.S. Nuclear Regulatory Commission
washington, D.C. 20555 -

(Classified)

U.S. Nuclear Regulatory Commission
Mr. Raymond J. Brady

Division of Security :
Washington, D.C. 20555

859-6818

00
492-4100

‘ Di:ector, Intelligence Community L
FE-(TICSYs - o b, S - T —:

3 Deput'y Directc: ,"
s Community:Braffy.. . idx

Intelligencez

bl

R
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